Introduction
The collection, use and disclosure of personal health information for genetic research raise the possibility of conflicts between policies that promote or protect vital public interests in health research and in individual privacy. There is significant public interest in the outcomes of genetic research, which include diagnostic, therapeutic and preventative health methods and products, early detection of genetic susceptibility to disease and economic growth through job creation and product revenues.
1 However, there is also a great deal of concern that genetic research and associated realms, such as cell therapy research and biobanking (collection and storage of human biological materials and related health information for research use) will foster the use and disclosure of personal health and genetic information in ways that implicate or undermine protected privacy interests. 2 For example, the practice of allowing open access to genetic research data poses privacy risks for research participants and their geneticallylinked kin, 3 and research studies that depend on long-term storage of genetic 1 See e.g. Timothy Caulfield, "Stem Cell Research and Economic Promises" (2010) 38 JL Med & Ethics 303 at 304-5, noting that economic benefits are often used in government documents to justify and promote genetic research funding, and that economic justifications may create intense expectations as to whether and when promised benefits will materialize. open access to genetic research outputs, and (2) policies that ease logistical or practical impediments to research by limiting or varying the application of customary consent rules, such as broad or blanket consent 6 policies and rules that preclude withdrawal of consent past a certain point in the research process.
We review existing statutory rules, case law and administrative decisions on the public interest exception in Canadian privacy and access to information law.
Through this review, we explore the legal framework for balancing competing public interests in the domain of genetic and tissue-based research. We conclude with a proposal for improving privacy protection outcomes in this research context.
Open access as a public interest
In the last decade, there has been a shift in many fields of scientific endeavour to policies favouring open access to research outputs. 7 In an ethos 6 Broad or blanket consent models require participants to consent to the use of biological material for unforeseen research purposes, whereas specific consent models require researchers to seek and obtain participants' consent for each new use of biological material: see e.g. Gert Helgesson, "In Defence of Broad Consent" (2012) 21:1 Camb Q Healthc Ethic 40; Zubin Master, Erin Nelson, Blake Murdoch & Timothy Caulfield, "Biobanks, Consent and Claims of Consensus" (2012) 9:9 Nature Methods 885. While both broad consent and blanket consent models permit participants to consent to future research uses of their biological material, they are in fact distinct concepts. Blanket consent models grant researchers the "unrestricted right to use the sample/information in any research without any other information", whereas broad consent models provide participants with "enough information to understand the general nature" of the research (e.g. genetic research), though not the specific details of every research use made of their biological materials: Margaret FA Otlowski, "Tackling Legal Challenges Posed By Population Biobanks: Reconceptualising Consent Requirements" (2012) (OECD, 2007) : online: OECD <http://www.oecd.org> (the guidelines provide "broad policy recommendations to the that first emerged as part of the Human Genome Project (HGP) and is now firmly embedded in the genetic research context, "the free flow, access, and exchange of data" has long been encouraged as essential to ensure "the fair and equitable distribution of benefits" of this type of research. 8 The HGP approach believes "human genomic databases are global public goods" and "a public resource"
9
, and as such, everyone deserves access to their benefits. 31 Kaye, supra note 8 at 419. "As genealogy databases and other resources improve, 'the reidentification of existing data sets will become easier'": John Bohannon "Genealogy Databases Enable Naming of Anonymous DNA Donors" (2013) when resolving conflicts between both public interest objectives. This approach is also at odds with Canadian legal doctrine on what constitutes legitimate justifications for public interest override of protected privacy interests. We expand on the latter point in a later section of this paper.
Lastly, it is important to note that we are not suggesting that open access or data sharing should be discouraged in the genetic research context. Rather, our point is that privacy considerations ought to be accorded equal recognition in policies promoting these research goals, especially given technological innovations that have increased the risk and seriousness of potential privacy violations and the fact that such policies allow for practices that create and deepen privacy risks. As noted in a recent commentary:
We are at a crucial juncture brought about by the confluence of new technologies for data generation, bioinformatics, and information access on the one hand, which seem to create new risks to privacy, and the public's desire to benefit from these advances for a variety of personal and health reasons on the other hand. In light of this changing landscape, it is time to re-examine how to balance the protection of research participants (individuals, families, and groups) with the societal benefits likely to be gained through the enhanced research that broad data sharing facilitates. 
Emerging consent policies and the public interest in genetic research
Consent has been called "the cornerstone of contemporary research ethics." 48 Legal and ethical principles require researchers to obtain consent to specific identifiable research studies from fully informed participants, including 47 Rodriguez et al, supra note 45. The authors note further: "Although the research community must be realistic and mindful of identifiability concerns, there are also ethical responsibilities to ensure that data contributed by participants for research are maximally utilized and that public research funding stimulates the greatest public good." Ibid. A review of provincial privacy adjudications reveals that the public interest override has been successfully invoked to justify disclosure of (1) matters of grave or immediate danger to the public or groups of persons, such as risks to public health, public safety, and the environment; 78 (2) matters of substantial utility or benefit to members of the public, such as improvement of health and health care delivery services; and (3) matters which promote or preserve certain ideas and practices considered to be hallmarks of citizenry, political and social culture, or the democratic process, such as encouraging openness and accountability in government (see generally Table 1 ).
In relation to research purposes, the public interest override can be relied on to disclose identifying personal information for research purposes without the consent of the individual who is the subject of that information. However, such disclosure is generally only permitted if (1) any record linkage will not cause harm to the identified individual, it is clearly beneficial to the public interest, and efforts are made to remove or destroy individual identifiers at the earliest reasonable time, 79 or (2) if the public interest in the research outweighs the public interest in privacy protection. 80 These rules clearly indicate that data de-identification are important concepts in the context of public interest determinations and privacy protections more broadly, especially in situations where the consent of the research subject or participant is not legally required prior to use or disclosure of personal information.
Provinces with health information protection legislation 81 typically empower
Research Ethics Boards (REB) to assess if and when the public interest override should apply to disclosure for health research purposes. 82 Alberta's Health Information Act, for example, mandates that REBs assess whether "the public interest in the proposed research outweighs to a substantial degree the public interest in protecting the privacy" of personal health information. 83 The Act also contains a non-exhaustive list of factors that REBs should consider in making public interest determinations for health research disclosure purposes, including the degree to which the proposed research may aid "identification, prevention or treatment of illness or disease, scientific understanding relating to health, promotion and protection of the health of individuals and communities, improved 44(3)(c); SK HIPA, supra note 75, s 29. The Ontario provision envisages a balancing of the "public interest in conducting the research and the public interest in protecting the privacy of the individuals whose personal health information is being disclosed": ON PHIPA, ibid, s 44(3)(c).
The statutes in Manitoba, New Brunswick and Saskatchewan do not mention "public interest": the statutes in Manitoba and New Brunswick require instead that the research be "of sufficient importance to outweigh the intrusion into privacy that would result from the disclosure" of personal health information, and the Saskatchewan legislation provides that "the potential benefits of the research project clearly outweigh the potential risk to the privacy of the subject Other provinces do not provide similarly detailed criteria for interpreting public interest.
The public interest objective that provides the basis for a privacy override must also be "significant", "compelling" or "of sufficient importance." 85 While the statutes provide no further explanation of these terms, interpretative clues abound in case law and privacy adjudications. Below, we highlight a few examples.
In Ontario Information and Privacy Commissioner (ON IPC) Order P-984,
86
Adjudicator Holly Big Canoe considered the meaning of the phrase "compelling"
in the wording of the public interest override provision in Ontario's FIPPA, and concluded as follows:
'Compelling' is defined as 'rousing strong interest or attention'...
[T]he public interest in disclosure of a record should be measured in terms of the relationship of the record to the Act's central purpose of shedding light on the operations of government. In order to find that there is a compelling public interest in disclosure, the information contained in a record must serve the purpose of informing the citizenry about the activities of their government, adding in some way to the information the public has to make effective use of the means of expressing public opinion or to make political choices.
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To summarize, in the context of Ontario's FIPPA, the public interest basis for a privacy override should reflect the aims of the governing legislation and relate to 84 Ibid, s 50(2 In British Columbia, the statutory provision that allows information custodians to disclose information in the public interest has also been interpreted as requiring disclosure of information that is of interest to "the public at large [or to] a group of individuals." 93 In one case, for example, the adjudicator refused to apply the public interest override to order disclosure of records that were shown to be of interest only to the parties involved in the application.
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The Privacy Commissioner of Alberta reached a similar conclusion in a 1996 adjudication concerning an application for a fee waiver on grounds that the requested disclosure was in the public interest. Ruling on the application, the Commissioner stated:
It is possible to have the term "public" apply to everyone ("the public good") and to anyone (John or Jane Public who are the objects of government programs and policies). Similarly "interest" can range between individual [curiosity] and the notion of interest as a benefit, as in a collective interest in something. The weight of public interest will depend on a balancing of the weights afforded "curiosity," "benefit" and "broad" versus "narrow" publics. Where an access request relates to a matter that is of "interest" in both the sense of curiosity and benefit and the relevant "public" is broad, the case for removing all obstacles to access is very strong. So a matter that is the subject of curiosity to the larger public and also relates to a benefit to the broad public would present a very strong case for the waiver of fees. A matter which is of curiosity to many but affects no general benefit would present a less compelling case. Similarly, a matter that affects a benefit but in which few citizens are interested may present a less compelling case. In the less compelling cases, the importance of respecting the integrity of the legislated fee Adjudicator Christina Gauk outlined comprehensive criteria for assessing whether a record relates to a matter of public interest (see Box A), 97 including factors such as the extent to which the records contribute to transparency and accountability in government and to public understanding and debate, and the applicant's motivation for seeking public interest disclosure.
Lastly, the provision in Alberta's FIPPA allowing disclosure of information about risk of significant harm to public safety, public health or the environment has been interpreted as imposing "a statutory obligation on the head of a public body to release information of certain risks under 'emergency-like' circumstances (i.e., 'without delay')." 98 Adjudicators have stated that the public interest override "must be defined narrowly" 99 and can only apply to disclosure where there is "some actual risk… [or] some evidence that the harm in question is significant."
b) Public interest determinations and the balancing approach
Before granting access to protected information on public interest grounds, a custodian or designated decision-maker must balance the specific public interest consideration permitting disclosure with the general public interest in In all the circumstances, based on the very compelling nature of the public interests that are at stake, and subject to a number of exceptions to protect personal privacy, I am of the view that the compelling public interest in disclosure of the records at issue clearly outweighs the purpose of the section 21 exemption, including the important public policy basis for that exemption relating to the protection of individual privacy. The intimate connection between the right of access to information and privacy rights does not mean, however, that equal value should be accorded to all rights in all circumstances. The legislative scheme established by the Access Act and the Privacy Act clearly indicates that in a situation involving personal information about an individual, the right to privacy is paramount over the right of access to information, except as prescribed by the legislation. … It is apparent from the scheme and legislative histories of the Access Act and the Privacy Act that the combined purpose of the two statutes is to strike a careful balance between privacy rights and the right of access to information. However, within this balanced scheme, the Acts afford greater protection to personal information. By imposing stringent restrictions on the disclosure of personal information, Parliament clearly intended that no violation of this aspect of the right to privacy should occur. 105 In Ontario Hydro v Mitchinson, [1996] If a compelling public interest is established, it must then be balanced against the purpose of any exemptions which have been found to apply. Section 23 recognizes that each of the exemptions listed, while serving to protect valid interests, must yield on occasion to the public interest in access to information which has been requested. An important consideration in this balance is the extent to which denying access to the information is consistent with the purpose of the exemption.
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The public interest override in British Columbia's FIPPA has similarly been interpreted as requiring "an assessment of the public interest in disclosure versus the public interest in nondisclosure."
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The foregoing review indicates that the legal threshold for the public interest override is generally high and will only permit disclosure of matters that address the aims of governing legislation and/or are of established relevance to a general or significant proportion of the public. Existing interpretations also emphasize a public interest, it is necessary to "take into account the public interest in protecting the confidentiality" of the information Ibid at para 1. (ON IPC) , where, the adjudicator, dealing with a refusal by Ontario's Ministry of Health and Long-Term Care to disclose records relating to assessment of diagnostic clinics, held that the public interest override in the Ontario FIPPA requires a consideration of "both the existence of any compelling public interest in disclosing the records and any public interest in keeping them confidential." See also Order P-984, supra note 86, where the adjudicator held that, once a compelling public interest is established, "it must be balanced against the purpose of the exemption which has been found to apply", keeping in mind "the principle of severability and the extent to which withholding the information is consistent with the purpose of the exemption." 108 See Adjudication Order No 3, supra note 87.
narrow reading of relevant statutory provisions, invoking the override only in circumstances where the information sought will address actual or immediate rather than speculative concerns, and balancing its likely effects with the public interest in protecting privacy.
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While it seems clear that the open access and consent policies discussed above may legitimately be justified by reference to the public interest in facilitating research that is useful or beneficial to members of the public, our review of Canadian legal principles also makes clear that public interest justifications affecting privacy interests attract real legal obligations, and cannot be used merely as rhetorical flourish or without due consideration of protected privacy rights and interests. Where public interests that affect privacy concerns are invoked in policy development and implementation, a legal obligation exists to ensure that the public interest in research is truly compelling and of pressing relevance to established public aims, and that the corresponding public interest in privacy protection is addressed and given equal consideration. It is essential that privacy be viewed properly-as a public interest in its own right-rather than just a hurdle that must be overcome to promote other public interests (e.g., public
benefits accruing from open access policies). Privacy considerations should be built into genetic research policies from the conception stages, rather than as an afterthought appended to an existing regulatory framework or as a response to privacy threats or violations. Additionally, the expansion of publicly accessible Given that the responsibility for making public interest determinations in the context of health research currently falls to institutional REBs, one must inquire into whether they are properly placed to perform these roles.
c) The role of REBs in health-related public interest determinations
In Canada, the composition of biomedical research REBs does not specifically include a privacy law expert, but does include at least one member knowledgeable in law and ethics respectively. 117 However, the mandated size and composition of the Boards are a minimum requirement. Institutions therefore have the flexibility to appoint additional members to fulfill capacities in specified areas, including law and ethics. 118 While this approach allows REBs room for dedicated or as-needed expertise in privacy matters, it is doubtful that it will be employed in practice to retain a privacy expert to fill the mandatory law position or a gap in expertise, unless of course in the highly unlikely event that research protocols requiring such expertise are the central focus of a particular REB. More generally, the fact that REBs are primarily composed of members affiliated with the institution that appointed them and are sometimes involved in the research protocols they review raises questions about whether they are sufficiently at arm's length to implement policies that may affect research progress.
Furthermore, REBs are notoriously overworked and chronically underfunded. 119 Members usually serve on a volunteer basis, in addition to various primary work responsibilities. The scope of their involvement in the REB also involves fairly extensive and ongoing familiarity with numerous research ethics, laws, policies, and guidance documents. In a sense, it takes "a jack of all trades" rather than a specialist to serve on an REB. These structural problems may also pose challenges to recruiting appropriate experts to address niche issues and concerns.
Lastly, REBs have also been criticized for having "ethical tunnel vision", 120 a
term that describes a situation where ethics oversight bodies simply follow and apply the procedures and standards set out in ethical guidelines without reflecting on issues raised by and in their work. 121 As one commentator explains, "the ethics review process by the REB has come to be, in the minds of the major institutional actors and their constituents, a surrogate for a comprehensive ethical approach to research involving human subjects." 122 A characteristic practice in this regard is when comprehensive ethical review is replaced by "bureaucratic process[es]" such as reviewing consent forms. 123 As Michael McDonald notes:
[E]thics is funnelled into a bureaucratic process, and the process itself is reduced to a bare minimum. That bare minimum consists of the tangible parts -consent forms and other items, like adverse incident reports. Harms are reduced to simple measures of pain, morbidity and mortality. An important general result of this funnelling and narrowing down of ethical concerns is that important issues are missed at all levels and at all stages. For example, the focus on consent forms tends to distract attention from the realities of consent -that for example, many subjects neither heed nor even read consent forms.
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To summarize, these critiques raise doubts regarding whether REBs are well positioned to undertake substantive review functions, especially ones that involve significant application of and deliberation on statutory rules and areas of specialized knowledge, such as public interest determinations.
d) Data Access Committees as an alternative approach?
Given the structural and capacity problems with REB involvement in making privacy-related decisions, an alternative strategy may be to establish data access committees specifically designed to tackle privacy matters in the context of health research. The composition of such committees should include experts in privacy and access to information law and in relevant areas of research, as well as independent members. The committees can also be positioned to tackle policy development and reform functions, including monitoring developments in health research and formulating model policy.
British Columbia adopted this approach in its recent health information legislation, which primarily governs the collection, use and disclosure of information held in "health information banks" (defined as any database containing "recorded information about an identifiable individual that is related to the individual's health or the provision of health services to the individual" 124 McDonald, ibid at 299.
collected and used for a purpose identified in the Act). 125 The Act, which was enacted in 2008, establishes and empowers a Data Stewardship Committee (DSC) to review requests for and authorize the disclosure of protected health information for health research purposes. The committee is also charged with broad powers to "establish policies and procedures respecting the disclosure of information" under the Act, and to make recommendations to the Minister against the issuance of disclosure directives which authorize a person or persons to disclose personal health information held in a health information bank. 126 Most relevant to this paper, the DSC is empowered to make determinations regarding when it is in the public interest to disclose protected information for a health research purpose.
The composition of the DSC includes mandatory representation from relevant government ministries, regional health boards, provincial health services authority, professional medical, pharmacy and nursing colleges, as well as a health researcher, a pharmaceutical researcher and up to three public representatives. 127 The Act also allows for the appointment of two more unspecified members. This membership structure allows flexibility in shaping and altering the composition of the Committee to include expertise in any area of pressing significance. Another noteworthy feature of the DSC is that unlike pocket expenses".
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A major criticism of this approach is that it will create another level of research oversight in an already largely bureaucratized governance system, thus burdening researchers with more paperwork and rules.
Second, while a DSC model would likely apply to all personal health information,
given the public's heightened concern in ensuring genetic privacy, genetic information might receive extra scrutiny, thus giving the impression that issues and concerns emerging in this area deserve unique oversight and contributing to the "exceptionalization" of genetics, which may result in overly strict regulation of the field. While these criticisms do raise genuine concerns, we do not think regulatory inaction or leaving matters "as they are" offer any genuine solution to the issues raised in this paper. Besides, several strategies could be adopted to ease the concerns inherent in both criticisms. One such strategy is structural; a national data access committee, similar to the Stem Cell Oversight Committee, 129 could be established to handle only research protocols identified by REBs as engaging unique privacy challenges. Another strategy is to set up provincial data access committees that monitor institutional data access policies and periodically review REB public interest determinations to ensure compliance and offer guidance for future determinations. Data access committees can also serve in a secondary oversight role by directing REB action in this area rather than direct involvement in the review of research protocols. As genetic research moves forward, constructive governance reforms, such as the inclusion of persons with appropriate privacy expertise in the research review and policy development process, are needed to ensure adequate privacy protection and to maintain the legally required balance between vital public interests in research and in privacy. Such reforms will also impact positively on the progress of and public trust in genetic research by ensuring that activities and developments in the field are not compromised by a lack of commitment to individual privacy, or a lack of attention to privacy issues and concerns.
Conclusion
Government of Alberta or a public body reached or will reach a decision? b.
Are the records desirable for the purpose of subjecting the activities of the Government of Alberta or a public body to scrutiny? c. Will the records shed light on an activity of the Government of Alberta or a public body that have been called into question? (Clubb v Saanich (District) , [1996] 46 CR (4th) 253); and o "the integrity of the lottery"(Order No "compelling public interest" where: o "another public process or forum has been established to address public interest considerations" (Orders P-123/124, P-391, M-539, MO-1901) ; o the disclosure that has occurred sufficiently addresses public interest concerns (Orders P-532, P-568); o "a court process provides an alternative disclosure mechanism, and the reason for the request is to obtain records for a civil or criminal proceeding" (Orders M-249, M-317, MO-1901) ; and o "there has already been wide public coverage or debate of the issue, and the records would not shed further light on the matter" (Order P-613, MO-1901) .
British Columbia
A public interest exists where: o financial information "relates to a publicly funded institution that is clearly a public body within the meaning of the" BC FIPPA (Tromp v. British Columbia (Information and Privacy Commissioner) No public interest where: o "emergency-like circumstances" do not exist because the applicant is aware of the risk (Order 97-009); o The information (regarding courthouse security) does not relate to the interests alleged ("the ability of Albertans to visit courthouses and to a risk to public safety") (Order F2010-004); o the applicant merely "asserts interest in the information" (Order 97-018); or o the risk of harm has passed and suggestions that future incidents could pose a risk are "too speculative" (Order F2012-03).
